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For more details see the GDPR extension page.

Guide for GDPR

Make your store compliant with the latest EU's GDPR and other legislative requirements. Create and
manage privacy policy documentation, add consent checkbox to the registration and checkout pages,
and send email consent requests.

¢ Collect consents with the privacy policy

e Manage privacy policy documentation

¢ Send consent requests for customers with and without consents
e Track privacy policy related activity in the actions log

e Approve or deny requests to delete users' accounts

Extension Configuration

To configure the extension, please, go to System - Configuration - Amasty Extensions -» GDPR.

General
General
Forbid a customer’s personal data Yes v [STORE VIEWW]
anonymization for orders in certain If enabled, orders in certain statuses will not be
statuses allowed to anonymize personal data from by a
customer and by admin roles.
Order Statuses Canceled - [STORE VIEW)
Cancelled Ogone
Closed
Complete

Declined Ogone

Suspected Fraud

On Hold

Payment Review

PayPal Canceled Reversal

PayPal Reversed -

Orders with selected statuses will not be allowed 1o
anonymize personzal data

Forbid a customer's personal data anonymization for orders in certain statuses — enable
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this option to forbid the anonymization process for certain order statuses;
Order Statuses — select order statuses to forbid the anonymization action when the order is in

certain statuses.

Enable or Disable the Privacy Settings Section

Don’t Sell My Personal Yes v [STORE VIEW]
Information A customer will not be able to give consent to sell
personal data if disabled

Download Personal Data Yes ¥ [STORE VIEW]
A customer will not be able to download personal data
if disabled

Anonymize Personal Data Yes v [STORE VIEW]

A customer will not be able to anonymize personal
data if disabled

Delete Account Yes r [STORE VIEW]
A customer will not be able to delete account if
dizabled
Anonymize Personal Data For Yes v [STORE VIEW]
Guest A guest will not be able to anonymize order data if
disabled

In the Enable or Disable the Privacy Settings Section you can adjust which privacy settings
should be available to customers.

Don't Sell My Personal Information - if disabled, a customer will not be able to give consent to
sell personal data.

The feature is developed to help store owners comply with the CCPA requirements.
Download Personal Data - set to Yes to allow users to download all their data in CSV spreadsheet.
Anonymize Personal Data - set this option to Yes to enable users to anonymize their data.

Delete Account - set to Yes to allow registered customers to create a request to delete their profile
via a personal account.

Anonymize Personal Data for Guest Users - set to Yes to enable order data anonymization for
Guest users.
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Anonymization Notifications

Anocnymization Notifications

Email Sender General Contact v [STORE VIEW]

Email Reply To admin@example.com [STORE VIEW]
Specify the separate email address for replies or leave
blank to use the sender address instead.
You can et only one email address in this field.

Email Template Amasty GDPR Anonymisation (Default Template * [STORE VIEW]

Email Sender — specify the email sender for the anonymization notifications.

Email Reply To — fill in the email address where all replies will be sent, or leave blank to use the
sender address by the default.

Email Template — select the appropriate email template.

Delete Account Request Notifications
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Delete Account Request Notifications

Admin Notification [STORE VIEW]

4k

Motify Administrator Each Time Yes [STORE VIEW]

User Requests to Delete Account

Send Email to [STORE VIEW]
Email Template for Administrator Amasly GDPR Deletion for Administrator (Defau £ [STORE VIEW]
[STORE VIEW]

Customer Notification

Approve Notification [STORE VIEW]

[STORE VIEW]

4k

Approve Notification Email Sender General Contact
for Customers

Approve Email Reply To [STORE VIEW]
Specify the separate email address for replies or leave
Blank to use the sender address instead.

You can set only one email address in this field.

Approve Notification Email Amasly GDPR Approve Deletion (Default Templ; 2 [STORE VIEW]
Template for Customers

[STORE VIEW]

Deny Notification
Deny Notification Email Sender for General Contact = [STORE VIEW]
Customers
Deny Email Reply To [STORE VIEW]

Specify the separate email address for replies or leave

blank to use the sender address instead.

¥ou can set only one email address in this field.
Deny Motification Email Template Amasty GDPR Deny Deletion (Default Template 3 [STORE VIEW]

for Customers
Notify Administrator Each Time User Requests to Delete Account — enable this option by
setting it to Yes to notify the admin via email, when a new request to delete an account is created.
Send Email To — select the administrator user to send the notification to.

Email Template for Administrator — select the email template that will be used for Admin's
notifications.

Approve Notification Email Sender for Customers — specify the email sender.

Approve Email Reply To — fill in the email address where all replies will be sent, or leave blank to
use the sender address by the default.

Approve Notification Email Template for Customers — select the suitable email template.

amasty


https://amasty.com

Last update: 2020/06/02 11:07 magento_1:gdpr https://amasty.com/docs/doku.php?id=magento_l:gdpr

Deny Notification Email Sender for Customers — specify the email sender.

Deny Email Reply To — fill in the email address where all replies will be sent, or leave blank to use
the sender address by the default.

Deny Notification Email Template for Customers — select the appropriate email template.

Consent Request Notification

Consent Request Notifications

Email Sender General Contact ¥ [STORE VIEW]

Email Reply To consent@example.com [STORE VIEW]
Specify the separate email address for replies or leave
blank to use the sender address instead.
You can set only one emall address in this field.

Email Template Amasty GDPR Consent Request (Default Templ: ¥ [STORE VIEW]

Email Sender — specify the email sender.

Email Reply To — fill in the email address where all replies will be sent, or leave blank to use the
sender address by the default.

Email Template — select the suitable email template.

Privacy Checkbox

Display Only for EEA Countries M = [STORE VIEW]
Consent Text | have read and accept the <a href="#"=privacy poli [STORE VIEW]
¥ou can use any HTML-tags in this field. Please, mind
the security.
Display at Registration Yes ] [STORE VIEW]
Display at Checkout Yes ] [STORE VIEW]
Display at Mewsletter Subscription Yes ] [STORE VIEW]
Display at Contact Us Yes ] [STORE VIEW]

Display Only for EEA Countries — enable this options to display a privacy policy consent checkbox
only for users from the European Union countries. When the field is enabled, you can multi-select the

amasty


https://amasty.com

2022/04/14 22:34 7/22 Guide for GDPR

needed countries manually.
To make this option functional, the Geo IP Data module should be configured.

Consent Text — specify the consent text that will be displayed after the checkbox. You can use the
HTML to add links or other custom info.

Display at Registration — set to Yes to add a privacy policy consent checkbox to the registration
page.

Display at Checkout — Yes to enable a privacy policy consent checkbox to the checkout page.

Display at Newsletter Subscription — change to Yes to enable a privacy policy consent checkbox
to the subscription form;

Display at Contact Us — set to Yes to add a privacy policy consent checkbox to the contact us
page.

The GDPR extension is fully compatible with the Amasty One Step Checkout module.

Cookie Policy

Cookie Policy

Enable Cockie Policy Bar Confirmation Bar v [WEBSITE]

No
MNotification Bar

Confirmation Bar

Motification Bar is Available only on Magento 1.7.0.0
and above

Cookie Policy Text We use cookies to help improve our services, make [STORE VIEW]
personal offers, and enhance your experience. If
you do not accept optional cookies below, your
experience may be affected. If you want to know
more, please read the <a href="privacy-palicy-
cookie-restriction-mode™ target="_blank">Privacy
Policy</a> P

You can use any HTML-tags in this field. Please, mind
the security.

Cookies to Exclude _ga [STORE VIEW]
_gid

_gat
ANMP_TOKEN

These cookies won't be used if a visitor rejects the
Cookie policy.
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Enable Cookie Policy Bar — choose Yes to enable the cookie policy bar for users on the frontend
pages:

 Notification Bar — utilize this bar type to inform customers about the cookie policy in your store;
e Confirmation Bar — utilize this bar type to allow customers to accept or deny the cookie policy;

Cookie Policy Text — specify the cookie policy text or provide a link to the separate cookie policy
page.

Cookies to Exclude — specify cookies to exclude when a customer rejects the cookie policy. This
option is designed to work with the Confirmation Bar style of Cookie Policy Bar.

Cookie Policy Bar Customization

Cookie Policy Bar Customization

Cookie Policy Bar Location | Footer v [WEBSITE]

Top
Set location of cookie policy bar

Background Color 676157 [WEBSITE]
Click the field to choose color

Text Color |EGEGES [WEBSITE]
Click the field to choose color

Buttons Color 29TAA3 [WEBSITE]
Click the field to choose color

Buttons Text Color \FFEFFF (WEBSITE]
Click the field to choose color

Link Color [WEBSITE]

Click the: field to choose color

Cookie Policy Bar Location - Place a cookies consent pop-up at the top (Top) or button (Footer) of
the page.

A sample of a cookies consent pop-up at the bottom of the page:
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aty: | 1 ADD TO CART

Add to Wishlist | Add to Compare n . 4

We use cook Ve our servi ake personal offers, and enhance your
EXperience. O Mo p i ookis elow, your experience may be affected. If

you want to know more, please read the

fb ] Community

ALLOW DISALLOWS

In the section below, you can adjust various cookie bar colours to your needs or store design theme.

Set custom colours for:

e Pop-up background;

e Cookie Policy notification text;
 Allow/Disallow buttons;

e Links.

Action Log

To see the record of all GDPR-related actions customers have taken, please, go to Customers -

GDPR - Action Log.

Action Log
Page 1 ol lpage | View | 30 §)] sor page | Total 18 reccrda hound
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fh TR 1681600
Ll TEE1GR1680
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)
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P
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Dislists Rusiposat Subv=inid
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Delirte Fonsest Subvited
Diabuie Fngusat Approved

On the grid, you can see all actions performed by store users regarding privacy policy consents and
the GDPR-related account management. Such actions include: giving the consent, data
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anonymization, delete requests, etc. It is highly helpful, as the module also tracks the IP address and
date and time of action to help you timely catch fraudulent activities.

Manage Customers (CCPA)

On the Manage Customers grid you can view and filter all customers by their consent to sell
personal info or not. The extra 'Don’t Sell My Personal Information' column is added to the grid by the

extension.

& Manage Customers

Page i v| of 4 pages | View [20 w g Exportto: | CSV A : :
Select A Unselect All | Sele sible | Unssale ble | Actions w :
|} Name Customer Since Website Don’t Sell My Personal Information
Any » | From From: | w w
To To: |
| 68 Chuck Gain Apr 23, 2013 9:33:11 Main Mo
PM Website
(] 90 Kenda Tanaka Apr 24, 2013 10:50:07 Main Yes
AM Website
| 94 | Seema Droz Apr24 2013 10:59:10 Main Mo
AM Website
[ 71 Andy Mgyugen Apr 23, 2013 9:40:51 Main Mo
PM Website
| 72 | John Femandiz Apr 23, 2013 9:43:31 Main Ma
PM Website
(] 30 Robert Mgia Mar 28, 2013 3:33:34 Main fes
PM Website
| 74 Linda Wood Apr 23, 2013 9:56:40 Main Mo
PM Website
(] 102 Erich Forbes Apr 24, 2013 111727 Main Mo
AM Website
[ 104  anonymous7O9ci16fa0 Apr 24 2013 11:24:51 Main Mo
anonymouseald9c6901 AM Website
anonymousc2iae 79987
anonymousg95de141ey
anonymousb3ae346315
[ 99 | Clay Lock Apr 24 2013 11:09:09 Main Mo
AM Website

Customer Consents Grids

To see the list of all customers that gave their consent, navigate to Customers -» GDPR -

Customers With Consent.

amasty


https://amasty.com

2022/04/14 22:34 11/22 Guide for GDPR

as . ¥ m * g Lpont oEY 4 H | r

L Sl

I'ma. Qe Conibdiied Padety Wik

On this grid, you can see all existing customers who agreed to the privacy policy and the version of
the policy for which the consent was received.

Via Actions dropdown menu, you can email Consent Request to the selected customers. In that case,
they will receive an email request to agree to the latest privacy policy version.

Next, proceed to Customers -» GDPR - Customers Without Consent.

On this grid, you can see the list of customers who didn't agree to the provided privacy policy or
never given consent.

Using the Actions dropdown menu you can email consent request to the selected customers. In that
case, they will receive an email request to agree to the latest privacy policy version.

Customer Consents Email Queue
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tomers Consents Emall Queu

Cumiceresr 0 e

You can take a look at the current progress of the email sending by navigating to Customers -
GDPR - Customer Consents Email Queue.

Delete Requests Management

v & From
Ta

When a customer sends a request for account removal, the request appears on the special grid.
Please, go to Customers -» GDPR - Delete Requests.

On the grid, you can see all incoming requests. You can approve or deny any request:

e Mark the requests you want to reply;

e Choose the appropriate option from the Actions dropdown menu;
e Hit the Submit button.

Privacy Policy Document Management

To manage the privacy policy documentation, please, go to Customers -» GDPR - Privacy Policy.
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Commant * Privacy Policy (GDPR Compliang)

Palicy Venmion ® 1.2

Policy Slatus *

Palicy Conbenl *
. "t'."- FU & EENN)| 5 ~ Heading? - FontFomdy - FontSe |-
ALRAdEdE N EE 2 LB S @em | A-%.
.ﬁ —JE % & [N H= " |@
i H ;T M e

What information do we collect about you?

Wi codlect information about you when you negisier with us or placn Bn order for products or sorvices, W also collect information whan you
widanlaily compab CuSlaMEr Survys, pionido Seedback. subscribe 1o nowslohor and conlact us. Wobdt wsage nfomalicon s colloctsd using
cookiis,

Tha fellowing infermation is collechsd upon plisting an order with Amasty- finst and last narme, e-mail addness, billing detals, company information
such as company name and tax number. 'Wo requine this information 1o enter into a binding contract (which is a purchase our products), to issus
invoices, credit memes and othar legal documants. This information is stoned for B legal roasons.

How will we use the information about you?

Wi codlect information about you o proCeSS your order, manage your account, and, if you sgree., 1o o-mal you about status of your onder, status of
your paymaent, delivery instructions, informaton about cther products and sendces wa think may be of intorest 1o you

Wia U your indormation collecied from [he weobsite 1o personalise your repeal visils i cur websaila, | you agree, wo shall pEEs On your parsonal
infarmation 1o our group of companias 8o [hal thiy may provide you with the purchased senicas and daliver purchased products

Armasty will not shane your information for markeling purposes with companies outside the group
Ir processing your ordes, wi mary use riformation from frawd peoléction BENCHEE

Path: h2 = sirong

Hit the Add New button to create a new privacy policy document.
Comment — specify the privacy policy title;

Policy Version — set the privacy policy version;

Policy Status — change the privacy policy status;

Policy Content — fill in the privacy policy text.

Use the Show / Hide Editor button to enable the WYSIWYG editor.

To create the policy in another language, please use the Choose Store View dropdown menu. Select
the required store view and unflag the Use Default Value check box to specify the unique policy for
the chosen store view.

When the privacy policy document is ready, hit the Save button to return to the grid.

Privacy Palicy LE-'—L—H

Page 1 of Tpages | Wew [20 &) perpage | Total 2 records found @ Expori o [ CHV Sl Export | Ponat Fiter | Search |
A | 0 dema eaicied ADbera, 2 'I'-'='i

01 Dt Crasted Py Vinfaban Gt as] Edand Lkl E bt iy Gisruresi Bratas
Ay 8 Fromc = From: = ®
To: = Ta:
Moy 30, 2090 72754 PM 1.2 Mlary 30, 2018 72714 PR Privacy Policy (GOPR Complan) Dinabled
My 30, 2078 72823 PM 1001 Mhary M0, 2018 7282 PR Pravmcy Policy Enahiac

On the grid you can manage the existing privacy policy documents: create, update, clone and delete
them.
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When you need to duplicate the existing disabled privacy policy document and edit it, click the Clone
button. Now, you can edit and save the document.

Privacy Policy v.1.2 « Back

Choose Store View:
| All Store Views v |i@

Policy Information

Main Info
Policy Status = | Disabled v
Puolicy Content

Geo IP Data Configuration

To install the GeolP database, go to System - Configuration - Amasty Extensions -» GeolP
Data.
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Geo Ip Data © Save Config

[STORE VIEW]

Last Imported: 2019-04-01 07:56:05

O"””’O"””"o

Download Import Completed
m [STORE VIEW]
Last Imported:

varfamasty/geocip/GeoLite2-City-Blocks-IPvd.csv X
variamasty/geoip/GeoLite2-City-Blocks-IPv6.csv %

varfamasty/geoip/GeoLite2-City-Locations-en_csv X

OF””"O

Import Completed

Databases are required for the correct work of the GDPR module. Also, you need to install php bcmath
or gmp extension on your server.

You can get the databases automatically or import your own data.

Hit the Download and Import button to make the extension download the updated CSV dump file
and import it into your database automatically.

To import the files from your own source, use the Import option. Path to the files should look like this
(the part 'var/amasty' should be replaced with your folders’ names):

var/amasty/geoip/GeoLite2-City-Blocks-IPv4.csv
var/amasty/geoip/GeolLite2-City-Blocks-IPv6.csv
var/amasty/geoip/GeoLite2-City-Locations-en.csv

In the Import section, the Import button is greyed out by default. It will be available right after you
upload the CSV files. The red error notification will switch to green success notification when the
import is completed.

Frontend Functionality Overview

With the GDPR extension for Magento, one can add privacy policy consent checkbox to the
registration and checkout pages (see this section for details).
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CREATE AN ACCOUNT

Please enter the following information to create your accoun

First Name *

Diana

Last Name *
Milligan
Email Address *

diana.milligan@example.com

Password *

LA L L L L L L]

Confirm Password *

LA L L L L L L]

# | have read and accept the privacy policy *

Back REGISTER

This is how the Privacy Policy checkbox looks at the checkout page.
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CHECKOUT
CHECKOUT METHOD
LING INFORMATION
| SHIPPING INFORMATION
SHIPPING METHOD
PAYMENT INFORMATION

B oRrOER REVIEW

PRODUCT
JACKIE O ROUND SUNGLASSES

PRICE aTy
£225.00 1
Subtotal

Shipping & Handling (Free Shipping - Free)

Grand Total

Edit
Edit
Edit
Edit

Edit

SUBTOTAL
£225.00
$225.00

$0.00
$225.00

¥ | have read and accept the privacy policy *

PLACE ORDER

Also, the Privacy Policy checkbox can be added to the Contact Us form:

Forgot an Item? Edit Your Cart
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CONTACT US

MName * * Required Fields

Diana
Email *
diana.milligan@example.com

Telephone

202-555-0173

Comment *

Hi! [ have few questions on what size will fit
me, could've you send me a size chart?

[ ! | have read and accept the privacy policy *

SUBMIT

To help you collect consents while subscribing to a newsletter, a Privacy Policy checkbox can be
added. It looks like this:
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SHOPBY SALE
CATEGORY
SOAT By Position » §  VIEWAL :: 4 Ivemi{a) SHOW, 12+«

Women (1

Men (1)

Bceessories (1
Haoma & Deoor (1) w
PRICE

$100.00 - $159.99 (2) . 5 A A
RACER BACK MAX] SLIM FIT DOBEY JACHIE © ROUND PARE ROV THRON
£200.00 and above (2] DRESS CUFORD SHIRT SUNGLASSES £240.00 £120.00

CARG-00 522400 SIFE00 514000 s20500 £225.00

POPULAR TAGS
VIEW DETAILS VIEXY DETAILS ADD TEHCART ADD T CART

COMPANY CUKCK LINKS MNEWSLETTER

ABOUT US SITE MaP

CONTACTUS SEARCH TERMS SUBSCRIBE

CUSTOMER SERVICE ADVAMCED SEARCH
# HAVE READ AND ACCEPT THE PRIVACY POLICY =

PRIVACY POLICY

This is how the privacy policy document looks for store visitors:
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WOMEN MEN

HOME / SALE
SHOP BY
CATEGORY
Women (1)
Men (1)
Accessories (1)

Home & Decor (1)
PRICE

$100.00 - $199.99 (2)

$200.00 and above (2)

POPULAR TAGS
grey shirt suit white

View All Tags

In the customer's account the new tab called Privacy Settings is added:

ACCESSORIES

HOME & DECOR SALE VIP

Privacy Policy

What information do we collect about you?

We collect information about you when you register
with us or place an order for products or services. We
also collect information when you voluntarily complete
customer surveys, provide feedback, subscribe to
newsletter and contact us. Website usage information
is collected using cookies.

The following information is collected upon placing an
order with Amasty: first and last name, e-mail
address, billing details, company information such as
company name and tax number. We require this
information to enter into a binding contract (which is a
purchase our products), to issue invoices, credit
memos and other legal documents. This information is
stored for a legal reasons.

How will we use the information about you?
We collect information about you to process your

| HAVE READ AND ACCEPT

4 Ttem(s) SHOW: [12 v

D PARK ROW THROW

‘ $246-60 $120.00

I ADD TO CART

4 Item(s) SHOW: |12~
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MY ACCOUNT
ACCOUNT DASHBOARD

ACCOUNT INFORMATION

ADDRESS BOCK The California Consumer Privacy Act [CCPA) provides residents of the state of California with the
right to opt-out and stop businesses from selling their personal information. Do you want to stop
businesses from selling your personal information?

Don”t Sell My Personal Information

MY ORDERS
BILLING AGREEMENTS

. - - Yes e
RECURRING PROFILES
MY PRODUCT BEVIEWS Current Password +
MY WISHLIST EEEEEEEEEE
MY APPLICATIOMNS
SAVE ATTRIBUTE

MEWSLETTER SUBSCRIPTIONS
MY DOWNLOADABLE PRODUCTS

PR SETTIMNGS

Download personal data

Here you can download a copy of your persenal data which we store for your account in CSW
format.
Current Paszword

DOWMLOAD

Anonymise personal data

Anonymising your personal data means that it will be replaced with non-personal anonymeous
information and before that you will get your new login and password to your e-mail address.
After this process, your e-mail address and all other personal data will be removed fram the
wiebsite,

O agree and | want to procesd

PROCEED

Delete account

Reguest to remove your account, together with all vour personal data, will be processed by our
staff,

Deleting your account will remove all the purchase history, discounts, orders, invoices and all
ather information that might be related to your account or your purchases.

All your orders and similar infermation will be lost.

You will not be able to restore access to your account after we approve your removal request.

Ol understand and | want to delste my account

SUEMIT REQUEST

From this page, customers can:

Forbid to sell personal information;

Download all their personal data in the CSV format;
Anonymize their personal information;

Request for account removal.

After customers select any option, they will be required to enter the account password to prove the
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identity. Such an option is designed to prevent account deletion or anonymization by accident.

From:
https://amasty.com/docs/ - Amasty Extensions FAQ

Permanent link:
https://amasty.com/docs/doku.php?id=magento_l1:gdpr

Last update: 2020/06/02 11:07
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