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For more details see how the Google Invisible reCaptcha extension works.

Guide for Google Invisible reCaptcha for
Magento 2 (enable Captcha)

Google invisible reCaptcha protects your store from spam and fraud while letting real customers pass
through easily. But anyway Captcha integration takes time and coding effort. To minimize your
developer's work, we created an Invisible Captcha solution. Now it's enough just to fill some settings
fields to secure your store.

e Manage your captcha settings in one place

e Make changes without digging into a website code

¢ Protect your store with the latest security option

e Compliance with Hyva Theme Content Security Policies

Add Google Invisible reCaptcha to any forms on your website easily. The module enables you to
protect your store from bots without any coding.

Magento 2 Google Invisible reCaptcha extension is compatible with Hyva themes. You can find the
amasty/module-invisible-captcha-hyva package for installing in composer suggest (Note: the
compatibility is available as part of an active product subscription or Support Subscription).

The extension is fully compliant with the WCAG and ADA rules:

e Captcha images are static;
e Customers can use the audio Captcha;
e |t is also readable for people with color blindness.

NEW: The module's frontend content is available in the German language! You can download the
sample file with the translated frontend phrases below:

german_sample_file_recaptcha.zip
In Google Invisible reCaptcha FAQ you can find answers to the most popular questions about the
extension functionality.

General Settings

To get the access to the 'Invisible Captcha' settings, please go to Stores —» Configuration -
Amasty extensions - Google Invisible Captcha and expand the General Settings section.
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General Settings >

Enable Invisible Captcha

STOre viey \rIrE'S M
Enable Invisible Captcha for :
Guests Only No ML
IPWhitelist | 197.168.1.2 T Use system value
i

For example: 192.168.1.2
Each IP must be on a new line
Enable invisible captcha - choose 'Yes' to enable captcha on your Magento 2 website.

Enable Invisible Captcha for Guests Only - set 'Yes' to enable captcha only for the visitors in a
guest mode. Registered users will not interact with recaptcha if this setting is enabled.

IP Whitelist - specify IP's one per line if you want to whitelist them. Invisible Captcha will be disabled

for the specified IP addresses.

Captcha Setup - Captcha Version 2

After you selected the version of the reCaptcha, configure the way it will be displayed on the website.
This section will be displayed when the selected version is the reCaptcha v2.

Captcha Version - choose 'Version 2' from the dropdown.
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Captcha Setup

Captchi‘iirs.fﬁ Version 2 v

Site Key (Version

store SLA

Y p— I

You can generate site key here

Secret Key (Version2) | . :

ST WilE

You can generate secret key here

Language

en

Please leave empty to allow Google to
detect a language of user agent or please
set needed value from the following list of

languages
Theme of _ Use system
Light v
Captcha Badge value
store viewl  proyided by Google
Position for Use system
Bottom Left AN 7 value

Captcha Badge

L=

Site Key and Secret Key - enter the values of both keys you obtained on the Admin panel in Google.
To learn step-by-step how to get Site Key and Secret Key, please read the Connect reCaptcha to the
Extension block.

Next, you can specify the Language of the Google Invisible reCaptcha that will be used for all users
instead of their browsers' preferences. You can see the list of the available languages here. By
default, this option is set to en for the English language. If set empty, Google will autodetect the
language based on the User Agent data.

Theme of Captcha Badge - select the theme that will be displayed on the frontend. Learn more
about the available themes here.

Position for Captcha Badge - choose a suitable place for captcha.

The extension does not support the inline position for the Captcha Badge, because explicitly renders
the reCAPTCHA widget.
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Captcha Setup - Captcha Version 3
This section will be displayed when the selected version is the reCaptcha v3.

Captcha Version - choose 'Version 3' from the dropdown.

Captcha Setup

Captcha Version

store view

Version 3 ¥

Site Key (Versio

store

n3) [ge - = —
HEW N
You can generate site key here

Secret Key (Version3) | _ - : _

store view

You can generate secret key here

Captcha Version 3 Score 0.5

store view]

You can find more information about score
here

Error Message | sorry, Google Recaptcha has (7
STOre view] detected you as a bot and
restricted the access. Please
contact the administrator in -

case you are not a bot.

Language

store view

£n

Please leave empty to allow Google to
detect a language of user agent or please
set needed value from the following list of
languages

Theme of Captcha Badge Light . Use system
Provided by Google value

Position for Captcha Badge
g store v -z-g Bottom Left v e Use S?StTm
value

Site Key and Secret Key - enter the values of both keys you obtained on the Admin panel in Google.
To learn step-by-step how to get Site Key and Secret Key, please read the Connect reCaptcha to the
Extension block.

Captcha Version 3 Score - set the number between 0.0 to 1.0 to indicate the acceptable score for
an interaction. Learn more about the score. By default, the number is set at 0.5.
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Error Message - customize the message that will be displayed in case the reCaptcha detects a bot.

Like in reCaptcha v2, admins can adjust the language, reCaptcha badge theme, and location on the
page. To do so, manage the following settings.

Language - choose the Google Invisible reCaptcha language that will be used for all users instead of
their browsers' preferences. You can see the list of the available languages here. By default, this
option is set to en for the English language. If set empty, Google will autodetect the language based
on the User Agent data.

Theme of Captcha Badge - select the theme that will be displayed on the frontend. Learn more
about the available themes here.

Position for Captcha Badge - choose a suitable place for captcha.

The extension does not support the inline position for the Captcha Badge, because explicitly renders
the reCAPTCHA widget.
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Q L U M A Search entire store hera...

What's New Women Men Gear Training Sale

Customer Login

Sorry, Google Recaptcha has detected you as a bot and restricted access. Please contact the
administrator via email in case you are not a bot. admin@example.com

Registered Customers New Customers
If you have an account, sign in with your emai Creating an account has many benefits: check
address. out faster, keep more than one address, track
orders and more.
Email #
Create an Account
Password *

m Forgot Your Password?

* Required Fields

On the example above, the custom error message is displayed. To adjust the text, edit the Error
Message setting.

Forms to be Protected by Captcha

To add Google Invisible reCaptcha to any custom form on your website, please go to the 'Forms to be
Protected by Captcha' section.
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Forms to be Protected by Captcha

Enable ReCaptcha on Default Magento
Forms

Ie

Customer Create Account
o Customer Login

News Letter Subscription
Contact Us

Customer Forgot Password
Product Review

Change Password

Checkout Payments

Customer Edit Account Information

Please note that Captcha validation on the Checkout Page doesn't work with the PayPal through
Braintree payment method.

Enable ReCaptcha on Default Magento Forms - choose from the list on which default Magento
forms to enable ReCaptcha.
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(=) Custom Forms Protection

Request URLofthe | ... er/account/createpost Use system value
Pmtecf’i‘fﬁm newsletter/subscriber/new

o review/product/post
contact/index/post

For example: customerfaccount/createpost
Each url must be on a new line
How to choose URL

CSS Selector ofthe | o, 1o tion*="customer/accou nt/createpost"] Use system value
Protected Form | tormraction*="newsletter/subscriber/mew"]

[store view!

[
[
e form[action*="review/product/post"]
form[action*="contact/index/post"]

For example:
form[action*="customer/account/createpost”]
Each selector must be on a new line

How to Add C55 Selector

CSS Selector of the Protected Form - fill this field by analogy with an example on the screen.
In the Request URL of the Protected Form field, you need to put the URL where a form is sent.
Note! It's not the URL where your form is located.

For example, you would like to add a Google reCAPTCHA to a registration form. This is how to get the
URL:

1. Go to the registration form page.
2. Fill in the form.
3. Open the 'Inspect’ window, and then the 'Network' tab.

4. After submitting the form you need to find a request with POST in the 'Method' column and 302
Status.
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o Thank you for registering with Main Website Store.

| Account Dashboard My Da S h b Oa rd

My Orders

My Downloadable

: Account Information
n LICTS

= Jish List )

B Contact Information Newsletters

[w ﬂ Elements  Console Sources Metwork Performance Memory  Application Security A

® ® ¥ O | View =2 = Group by frame Freserve log Disable cache Offline Mo tF

Filter Hide data URL=s [i[] XHR J5 CS5 Img Media Font Doc WS Manifest Other
| 500 ms 1000 ms 1500 ms 2000 ms 2500 ms 3000 ms 3500 ms
Mame /Status Type Initiator Size
| | ereatepost/ 302 text/html jguenyjs:5168

|| account/ 200 document Jgoogle-invisible-captcha-md/...

|| main.css 200 stylesheet [index) (fron
| | calendar.css 200 stylesheet [index) (fron
|| styles-m.css 200 styleshest [index) (fron

5. Click on this request and in the 'Headers' tab find a 'Request URL'. Copy the path from the URL
(in our example it is customer/account/createpost/).
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Privacy -

- _;Eu Up for Newsletter

Create New Customer Account

Personal Information

First Mame *

Demouser

Last Name *

M user

[x ﬂ Elements  Console  Sources MNetwork Performance Memeory  Application Security Audi
® O Y O | View I = Group by frame Preserve log Disable cache Offline Mo thn
Filter Hide data URLs 4]} X¥HR J5 C55 Img Media Font Doc WS Manifest Other

| 50000 mis 100000 ms 150000 ms 200000 ms 250000 ms 300000 ms 350000 ms 400000 m
Mame %  Headers Preview FResponse Cockies Timing

| | crestepost/ v General

|| account/

4|

217

main.css
calendar.css
styles-m.css
reguirejs

ixins.js
requirgjs-configjs

amasty-loge.png

Request URL: http://google-invisible-captcha-m2.demo.amasty . com/google-
sfd-ﬁlﬁﬁlfindex.php,f|custnmer,-faccc-untfcr‘eatepnst,-’
Request Method: POST

Status Code: 382 Found
Remote Address: 184.156.58.198:3@

Referrer Policy: no-referrer-when-downgrade

¥ Response Headers view source

styles-l.css Cache-Control: max-age=8, must-revalidate, no-cache, no-stare
lage.svg h Connection: keep-alive
f requests | 61.3 KB transferred... Content-Type: text/html; charset=UTF-8

6. Paste the URL in the Request URL of the Protected Form field.

In the CSS Selector of the Protected Form field, you need to put a CSS selector of the form.

For example, this is how to get a CSS selector for 'Create an account' form:

1. Go to the Create an account page and open the Inspect window.

2. Find the HTML code of the form, click on the right mouse button and choose Copy - Copy
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selector

Note! You should be 100% sure that the selector is unique. Otherwise, Google CAPTCHA would be
added to all elements that have this selector name. Ask your developer to check it.

Add attribute

Edit attribute Login Information
Edit as HTML
Password*
Copy » Copy outerHTML
) Copy selector
Hide element
Copy XPath
Delete element i . :
Cut element form#form-validate | 12
Expand all Copy element
Collapse all |
I ﬂ Elements T ——————l LG0T SECUMTY  Audits
* cnoscriptr_</noscr active
<!-- End Google T:
¥ :div class="wrapps thowver
* cnoscripts . </nos
¥ cdiv class="page focus
b odiv class="he wisitad
l-- end: head '
¥ odiv class="ma
wediv class= Scroll into view
¥ odiv class;
¥ <div clas Break on.. [
kodiv ]

htrn  divwrapper divpage div.main-containercoll-layout  divmain divicol-main div.acoount-creat

3. In our case, the selector is .customer-account-create .account-create form and we add it to
the CSS Selector of the Protected Form field.

Don't forget to click the 'Save' button after you add a CAPTCHA to all forms that you need.

The extension supports four forms by default. In case you don't need any of them, you can disable
these forms manually.

Invisible Captcha for Amasty Extensions
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Invisible Captcha for Amasty Extensions

Custom Form Mot Installed "

Create customizable forms to collect additional information
about your customers and view the received data from the
admin panel. Learn mare,

FAQ and Product Q."_"_E_'E_t":'__"_S. Mot Installed v

Let users ask questions on |:I":I':|LI':'[ DEEES and Use tnis
content To WIden Your 510re Semantc Core. ::"EEV'I:E
Questions INto 20 optimized, responsive and easy to
Navigate Know EEEE nase. Learn miore.

In this section, you can enable or disable the Google Invisible reCaptcha for supported Amasty
modules. Choose Yes to enable the Captcha for the extensions or No to disable it. Please note that
you will get the Not Installed status when you do not have the appropriate extension.

Create customizable forms to collect additional information about your customers and view the
received data from the admin panel with Magento 2 Custom Forms extension. See how it works
here.

Let users ask questions on product pages and use this content to widen your store semantic core.
Apply FAQ and Product Questions for Magento 2 to organize questions into seo optimized,
responsive and easy to navigate knowledge base. Explore how it works from our demo.

Connect reCaptcha to the Extension
The process of creating the Site Key and Secret Key is similar for both versions of reCaptcha.
To get the Site key and Secret key click the link.

The API keys for reCaptcha v2 and reCaptcha v3 are different. If you are switching the reCaptcha
version, please make sure you entered the correct keys.

Then, set the name, select the Invisible reCAPTCHA option, define the domain of your website, tick
the Terms of service checkbox and press the Submit button.
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Label (i)

Example.com

reCAPTCHA type (i)

O reCAPTCHA v3 Verify requests with a score

@ reCAPTCHA v2 \erify requests with a challenge
O "I'm not a robot” Checkbox Validate requests with the "I'm not a robot” checkbox
@ Irvisiiple reCAPFTCHA badge Validate requests in the background

O reCAPTCHA Android Validate requests In your android app

Domains (D

+ Add a domain, e.g. example.com

(You)

+2  Enter email addresses

m Accept the reCAPTCHA Terms of Service

You agree to explicitly inform visitors to your site that you have implemented reCAPTCHA on your
site and that their use of reCAPTCHA is subject to the Google Privacy Policy and Terms of Use.

ot

By accessing or using the reCAPTCHA APls, you agree to the Google APls Terms of Use, Google
Terms of Use, and to the Additional Terms below. Please read and understand all applicable terms

and policies before accessing the APls.

reCAPTCHA Terms of Service %

¥ Send alerts to owners 0

CANCEL SUBMIT
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Copy the keys from this page:

Google reCAPTCHA

Adding reCAPTCHA to your site

'Example.com’ has been registered.

Use this site key in the HTML code your site serves to users. [7 See cllent side Integration

O= COPY SITE KEY

Use this secret key for communication between your site and reCAPTCHA,

% See server slde Integratlon

O= COPY SECRET KEY

GO TO SETTINGS GO TO ANALYTICS

How to Check Invisible reCaptcha

When everything is set, it is important to check how reCaptcha works. Please, follow these steps:

1. Open the page which has a form protected by Google Invisible reCaptcha;

2. Open your browser console;

3. Choose to perform like any other browser or device;

4. Try submitting the form several times until Google shows you the reCaptcha test.

Find out how to install the Google Invisible reCaptcha extension for Magento 2 via Composer.
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