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To configure general extension settings please go
to Stores -> Configuration ->Admin Actions Log

Configuration

Store View:

o

Default Config

GENERAL v Log Settings
CATALOG N
Enable Page Visit History
CUSTOMERS N
Log Actions For All Admin
Users
SALES N
Automatically Clear Action
SERVICES w Logs After, Days
A AMASTY ~ Automatically Clear Login
EXTENSIONS Attempts After, Days

Automatically Clear Page

Admin Actions Log Hi Loz D
istory Log, Days

1. General Settings

L =dmin

Q a
Set this option to ‘Yes’ if you
want to collect history of all

Save Config
pages, visited by the

administrators. =

ves Set this option to ‘Yes’ to keep\
track of all admin actions. If
you are only interested in

ves actions of certain
administrators, choose ‘No’
and select their names from

90 the list. /

89 [STORE VIE

Set 0 for unlimited

a0

LA
{
1
m

Set 0 for unlimited

User Guide: Admin Action Log for Magento 2

Support: http://amasty.com/contacts/


http://amasty.com/
https://amasty.com/admin-actions-log-for-magento-2.html
https://amasty.com/admin-actions-log-for-magento-2.html
https://amasty.com/admin-actions-log-for-magento-2.html
https://amasty.com/admin-actions-log-for-magento-2.html

1. General Settings

] - d -
Configuration Q A &
Store View:  Default Config v (7] Save Config
GENERAL v Log Settings @
CATALOG e
Enable Page Visit History | Yes A [STORE VIEW]
CUSTOMERS s
Log Actions For All Admin | .. - [STORE VIE
Users
SALES e
Automatically Clear Action | g [STORE VIEW]
SERVICES ~ Logs After, Days
) _ | Specify the number of
A Amasty ~ Automatically lear Login |89 | days after which all action
EXTENSIONS Attempts After, Days Set 0 for unlimited logs, login attempts and
page history would be
automatically deleted.
Admin Actions Log ,t'xummatl_caulh.r Clear Page |90 [S TS
History Log, Days Set 0 for unlimited
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STORES

o

Configuration

Store View:

GEMNERAL
CATALOG
CUSTOMERS
SALES

SERVICES

A aAmasty
EXTENSIONS

Default Config + o
h Log Settings
LT

Geolocation

L
Use Geo IP
L
v Restore Settings
Fas
Popup Warning Text

Admin Actions Log

1. General Settings

Q A L admin «

Save Config

)
Ry

Use GeolP support to
determine the country
and city from which
admin users get

fes v logged in.
(=)
e
Specify warning
. ¢ 9
Please be careful when restoring message for ‘Restore
changes. It's recommended to have feature.
a backup before running restore
process.
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S5TORES

1. General Settings

Store View:  Default Config (2] Save Config

GENERAL
CATALOG
CUSTOMERS
SALES

SERVICES

A amasty
EXTENSIONS

Admin Actions Log

ADVANCED

Log Settings

Geolocation

Restore Settings

Enable this option to
get notifications of
successful login
attempts.

Email Successful Logins To Admin

Enabled | Yes v [STORE VIEW]
Select Email Template | Send audit log to the configu v [STORE VIEW]
Send to Email |demo@example.com [STORE VIEW]
Email Unsuccessful Logins To Admin Specify the same

settings for

unsuccessful and
Email Suspicious Logins To Admin suspicious login

notifications.
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Login Attempts

Mar 5, 2016,
2:08:19 AM

Mar 5, 2016,
8:02:15 AM

Mar 5, 2016,
6:43:14 AM

Mar 5, 2016,
6:14:11 AM

Mar 5, 2016,
6:13:56 AM

Mar 5, 2016,
6:11:42 AM

Mar 5, 2016,
6:10:35 AM

Mar 5, 2016,
6:10:06 AM

Mar 5, 2016,
6:09:52 AM

To see all login attempts please go
to System -> Admin Actions Log ->

Login attempts.

Username

Dallas Admin

WY Admin

WY Admin

MNY Admin

MNY Admin

WY Admin

MY Admin

MY Admin

MY Admin

Full Name

Kate Green

Peter Dane

Peter Dane

Peter Dane

Peter Dane

Peter Dane

Peter Dane

FPeter Dane

Peter Dane

IP Address

Here you can see
admin users’
geolocation.

192.168.100.185

192.168.100.185

192.168.100.185

192.168.100.185

192.168.100.185

192.168.100.185

192.168.100.185

192.168.100.185

Location

Dallas, UsSA

MNew York, USA

Mew York, USA

MNew York, USA

Mew York, USA

MNew York, USA

Mew York, USA

Mew York, USA

Mew York, USA
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2. Login Attempts page

Clear Log

User Agent

Chrome
48.0.2564.116

Firefox 44.0

Chrome
46.0.2490.80

Chrome
46.0.2490.80

Chrome
46.0.2430.80

Chrome
46.0.2450.80

Chrome
46.0.2450.80

Chrome
46.0.2450.80

Chrome
46.0.2490.80

4
-}
(=
[
wm

SUCCESS

SUCCES

L74]

SUCCESS

SUCCESS

LOGOUT

v

UCCESS

FAILED

v

UCCESS

-

0GOUT
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2. Login Attempts page

Login Attempts Clear Log
Username Full Name IP Address Location User Agent Status
— Filter all login
attempts by date.
Mar 5, 2016, Dallas Admin Kate Green 192.168.100.126 Dallas, USA Chrome SUCCESS
2:08:19 AM 48.0.2564.116
Mar 5, 2016, NY Admin Peter Dane 192.168.100.185 MNew York, USA Firefox 44.0 SUCCESS
8:02:15 AM
Mar 5, 2016, MY Admin Peter Dane 192.168.100.185 Mew York, USA Chrome SUCCESS
6:43:74 AM 46.0.2490.80
Mar 5, 2016, NY Admin Peter Dang 192.168.100.185 MNew York, USA Chrome SUCCESS
6:14:11 AM 46.0.2490.80
c 5 q
Mar 5, 2016, NY Admin Peter Dane 192.168.100 ‘Failed’ status is shown when LOGOUT
6:13:56 AM the person tries to log in with
a wrong username or
Mar 5, 2016, NY Admin Peter Dane 192.168.100.| password. SUCCESS
6:11:42 AM
Mar 5, 2016, MY Admin Peter Dane 192.168.100.185 Mew York, USA Chrome FAILED
6:10:35 AM 46.0.2490.80
Mar 5, 2016, MY Admin Peter Dane 192.168.100.185 New York, USA Chrome SUCCESS
6:10:06 AM . S . 0
Logout’ information is
Mar 5, 2016, NY Admin Peter Dane 192.162.| displayed when the admin LOGOUT
5:09:52 AM user successfully logged out |;

from the store admin panel.
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3. Page Visit History

Visit History Q A X admn~

To see the history of pages visited by
all administrators please go to System

-> Admin Actions Log -> Page Visit
History. Notice that actions are logged Clear Log
only for the users you specified on the
Configuration page.
m Reset Filter
11 records found 20 ¥ | per page 1 |of1

Username Full Name Session Start | | Session End Ip Address Location

In the table you \
can see the admin

admin admin admin Mar 10, 2016, 192.168.100.126 user, the date and

12:03:34 PM .
time when the
admin admin admin Mar 10, 2018, Mar 10, 2018, 192.168.100.126 session started
11:19:33 AM 12:06:54 PM and ended, an IP-
address and
admin admin admin Mar 10, 2016, Mar 10, 2016, 192.168.100.126 geolocation of
10:57:05 AM 12:06:54 PM each admin user,/
admin admin admin Mar 10, 2016, Mar 10, 2016, 192.168.100.126
10:05:03 AM 12:06:54 PM
admin admin admin Mar 10, 20186, Mar 10, 20186, 192.168.100.126
9:33:02 AM 12:06:54 PM
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3. Page Visit History

Visit Histo ry [Click on the admin user’s ] Q A L admin ~

name to see the details.

<« Back

VISIT HISTORY DETAILS

Visit History
Admin Data .
Username: Dallas Admin
Visits History Full Name: Kate Green

Session Start: 2016-03-10 12:05:54

Session End:

IP Address: 192.168.100.126

Location:
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3. Page Visit History

Visit History Q A X amin-

€« Back

VISIT HISTORY DETAILS
Page

# Name Page Url Stay Duration

Admin Data 986 Dashboard htipy//mg202ce.example.sty/admin/admin/dashboard/index/key 54
/ Magento
Admin

Visits History
987 Visit http:/fmg202ce.examplesty/admin/amaudit/visithistory/index/key/

History /
Systam f

Please click Visits History
Tab to view the details of the
session. You can see Page
Name, URL address and the
exact duration of staying on
this page.
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4. Active Sessions

To view administrator
sessions that are active right
now please go to System ->
Admin Actions Log -> Active
Sessions.

Active Sessions Q A Xamn~

m Reset Filter

1 records found 20 v | per page 1 |of1

Recent

U Full N Ls d In At " | IP Add Locati .
sername ull Name ogged In ress ocation reE

Dallas Admin Kate Green Mar 10, 2016, 192.168.100.126 Dallas, UsA Just Mow Terminate
11043 PM Session

In the table you can see admin
users’ data, the date and time
when the session started as
well as an IP-address and
geolocation of each admin
user.

Terminate any
session if
necessary.
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Actions Log

m Reset Filter

G‘o see the action log of all \
administrators please go to
System -> Admin Actions Log
-> Actions Log. The actions
are logged only for the users
you specified on the

\Configuratlon page. /

8 records found 20 v

Username Full Name

Action Type

per page

Store View

5. Actions Log

Clear Log

of 1

Actions

Mar 10, 2015,
9:20019 AM

Mar 10, 2016,
9:19:43 AM

Mar 10, 2018,
2:17:18 AM

admin admin admin (g Edit Cart Price Rule
admin admin admin (@ Edit Cart Price Rule
admin admin admin (g Edit Cart Price Rule

In the table you can see
admin users’ data, the action
type, the object and an item
or a customer account, which
has been modified, created
or deleted.

All Store Vie) =

All Store Views

All Store Views

All Store Views
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6. Preview window on the ‘Actions Log’ grid

Ok

Name Old Value New Value
Magento\Catalogi\Model\Producthinterceptor

name
Joust Duffle Bag Joust Duffle Bag NEW!

price
25. 0282 35.08

See the brief info about the
action which has been
performed by clicking on the
‘Preview Changes’ link.
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7. Detailed view of performed actions

To see the detailed view of the
action please click on the
‘View details’ link in the

i ‘Actions’ column of the lo A L admin ~
Actions Log e L g Q
€ Back Restore Changes

ACTION LOG DETAILS
Action Log Details

Item Information

Date: 2016-03-1013:36:08
S T T Username: Dallas Admin
Breakdown

Full Name; Kate Green

Email: admin@example.com

Action Type: Edit
Object: Product

ltem: Joust Duffle Bag NEW!
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Actions Log

ACTION LOG DETAILS

Item Information

Modifications
Breakdown

7. Detailed view of performed actions

Q l ‘L admin »

< Back Restore Changes

Mame Old Value New Value
Magento\CatalogiModel\Productiinterceptor

name
Joust Duffle Bag Joust Duffle Bag NEW!

price
25,0888 35.88

See modification
details.
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8. Restore recent changes

Actions Log Q A Lomn-

¢ Back Restore Changes

A

[Click here to restore ]

recent changes.
ACTION LOG DETAILS

Action Log Details

Item Information

Date: 2016-03-10 13:36:08
Moadifications Username: Dallas Admin
Breakdown

Full Name; Kate Green

Email: admin®@example.com

Action Type: Edit

At the next step you
will see the pop-up
window where you
need to confirm
your action. You can
easily customize the
pop-up text (see
kpage 5).

Please be careful when restoring changes. It's recommended to have a backup before running resmr?<

process.
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9. History of changes on other pages

Joust Duffle Bag NEW! ¢ Back “

BASIC SETTINGS Bag PRODUCT ONLINE @)

Exportto: | CSV v Export
Product Details

m Reset Filter 2 records found

ﬁ Images and Videos 20

v er page 1 of 1
PRODUCTS jPer pag

Search Engine

Optimization Username | Full Name Store View Actions
Websites :r=:ur All stor| =
To
ADVANCED SETTINGS A Mar 11, Dallas Kate (@ Edit Product All Store Joust Duffle Praview
2018, Admin Green Views Bag Changes
9:03:32 NEW! [view] View

AM Details
Advanced Inventory

NOTE: The ‘History of Changes’ tab
is also available on customer and
order info pages.

Custom Options The history of changes is available for
product pages. To view the details for
each particular product please go to
Products ->Catalog -> open the
product you need and then open the
History of changes tab.

Related Products

History of Changes
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Thank you!

Should you have any questions or feature suggestions, please contact us at:
http://amasty.com/contacts/

Your feedback is absolutely welcome!
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